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Recap: Trends contRecap: Trends cont‘‘dd

Dynamic Power 
Dissipation

Power Dissipation by 
Leakage currents

Source: S. Borkar (Intel), ‘05
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Recap: Recap: SubthresholdSubthreshold LeakageLeakage
Threshold Voltage

Transistor characteristic
If: „Gate-Source“-Voltage Vgs
higher than Vth

Channel under Gate
Current between Drain and Source
If: Vgs lower than Vth

(ideal) No current

Subthreshold leakage Isub

Leakage between Drain and 
Source when Vgs < Vth

Based on:
Short Channels
Diffusion
Thermionic Emission

Isub

high 
Concentration

Low
concentration

Diffusion
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Recap: Gate Oxide LeakageRecap: Gate Oxide Leakage

Igate

Tunneling effect
Electromagnetic wave strike at 
barrier:

Reflection + Intrusion into barrier

If thickness is small enough:

Wave interfuse barrier partially:
(Electrons tunnel through Barrier)

Gate oxide leakage Igate

In Nanometer-Transistors, where 
Tox< 2 nm

Electrons tunnel through gate oxide

Leakage current
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Recap: DualRecap: Dual--VVthth / Dual/ Dual--TToxox

Two different gate types:

Gates consist of „low-Vth“- or „low-Tox“-transistors
Low threshold voltage or thin gate oxide layer
For critical paths
High leakage

Gates consist of „low-Vth“- or „low-Tox“-transistors
Low threshold voltage or thin gate oxide layer
For critical paths
High leakage

“LVT / LTO”-Gates

Gate consist of „high-Vth“- „high-Tox“-transistors
High threshold voltage or thick gate oxide layer
For uncritical paths
Low leakage

Gate consist of „high-Vth“- „high-Tox“-transistors
High threshold voltage or thick gate oxide layer
For uncritical paths
Low leakage

“HVT / HTO”-Gate

Leakage reduction at constant performance 
(no level converter necessary)
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Stack EffectStack Effect

Transistor stack: at least two transistor from same type (NMOS or 
PMOS) in a row
Based on behavior of internal nodes: 

The more transistors are non-conducting (off) the lower the leakage

Source: Roy, “Lecture”

0

2

4

6

8

10

1 2 3 4

Le
ak

ag
e 

I su
b

[n
A]

Transistors off in stack



Micro transductors ‘08, Reliability 8Copyright Sill, 2008

sleep
Virtual Vss

Virtual Vdd
sleep

Sleep TransistorsSleep Transistors

Idea: Insertion of additional transistors 
between logic block and supply lines
This transistors: connect with SLEEP-
signal
If circuit has nothing to do:
SLEEP signal is active: Stack effect 
(additional off transistor in row to 
other)
If sleep transistors are High-Vth: 
approach also called Multi-Threshold 
CMOS (MTCMOS)
Mostly insertion only of 1 Transistor

Low-Vth logic cells

Vss

Vdd

Source: Kaijian Shi, Synopsys
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Threshold voltage Vth depends on bulk voltage (Vbs)
As leakage (Isub) and delay depends on Vth

Delay and leakage (Isub) can be controlled over Vbs

VTCMOS: dynamic adjustment of frequency and Vth through back-
gate bias (=Vbs) control 
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Reliability important for

Normal user

Companies 

Medical applications

Cars

Air / Space Environment

…

MotivationMotivation
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The Whole System CountsThe Whole System Counts
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Process FailuresProcess Failures

Occur at production phase
Based on

Process Variations
Particles 
…

Source: Mak
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FieldField--dependent Aberrationsdependent Aberrations
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Source: R. Pack, Cadence



Micro transductors ‘08, Reliability 15Copyright Sill, 2008

UniformUniform NonNon--uniformuniform

Causes Vth Variations

Source: Borkar, Intel
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Temperature VariationTemperature Variation

Power density is not uniformly distributed across the chip
Silicon is not a good heat conductor
Max junction temperature is determined by hot-spots

Impact on packaging, cooling

Power Map On-Die Temperature

Source: Borkar, Intel
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Temperature Variation contTemperature Variation cont’’dd

Power4 Server Chip

Source: Devgan, ICCAD’03
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Temperature Variation contTemperature Variation cont’’dd

Threshold voltage Vth changes with temperature drain-source current 
changes delay changes
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Supply Voltage DropSupply Voltage Drop

Source: Trester, 2005
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Variability in Critical PathsVariability in Critical Paths

Variability
fclk = 1 / Tmax = 1/ Tdelay1

FF

FF

FF

FF

Tdelay1= 4*Tinv+TFF

Tdelay2 = 2*Tinv+TFF

critical path

1/fclk < Tdelay1_v

Data arrive to late Error

FF

FF

FF

FF

Tdelay1_v = 3*(Tinv+x)+Tinv+TFF

Tdelay2_v = 2*(Tinv+x)+TFF

T=Tinv+x
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Soft ErrorsSoft Errors
Source: Automotive 7-8, 2004

1

In 70’s observed: DRAMs occasionally flip bits for no apparent reason 
Ultimately linked to alpha particles and cosmic rays
Collisions with particles create electron-hole pairs in substrate
These carriers are collected on dynamic nodes, disturbing the voltage
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Soft Errors contSoft Errors cont’’dd

Internal state of node flips shortly
If error isn’t masked by

Logic: Wrong input doesn’t lead to wrong output
Electrical: Pulse is attenuated by following gates
Timing: Data based on pulse reach flipflop after clock transistion

wrong data
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ElectromigrationElectromigration

Top View Void

Cross Section  View

Whisker, Hillock

Source: Plusquellic, UMBC

Electromigration: 
Transport of material caused 
by the gradual movement of 
ions in a conductor 
One of the major failure 
mechanisms in interconnects.
Proportional to the width and 
thickness of the metal lines
Inversely proportional to the 
current density

Metal 1

Metal 1

Metal 1

Metal 2
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Electromigration contElectromigration cont’’dd
Void in 0.45mm Al-0.5%Cu line

Source: IMM-Bologna

Hillocks in ZnSn
Source: Ku&Lin,2007

Whiskers in Sn
Source: EPA Centre
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TimeTime--Dependent Dielectric Breakdown (TDDB)Dependent Dielectric Breakdown (TDDB)

Gate oxides wear out due to 
damage from tunneling currents
Creates connection between gate-
substrat, gate-drain, or gain-
source
Depends on electrical field over 
gate oxide

Exponential dependent on 
temperature T and tox

Greatest problem during voltage 
overshoots

Source: Pey&Tung

Source: Pey&Tung
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Variability TrendsVariability Trends
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Variability Trends contVariability Trends cont’’dd
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130nm
~1000 samples

30%

5X

Frequency
~30%

Leakage
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Variability Trends contVariability Trends cont’’dd
Frequency and sub-threshold leakage variations
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32

Future DesignsFuture Designs

100 
Billion

Transistors

100 BT integration capacity

Billions unusable (variations)

Some will fail over time

Intermittent failures

Source: Borkar, Intel
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Failure MeasurementFailure Measurement

MTTF – Mean Time To Failure
FIT – Failures In Time = 109 * (failure rate/hour)
Example 1:

1 year MTTF = 109 / (24 * 365) FIT = 114.155 FIT
Example 2:

System has 100 chips rated at 1000 FIT
Customer purchases 10 systems
Failure rate = 100 * 1000 * 10 = 106 FIT
One failure every 1000 hours (42 days)
Must keep FIT less than 100 FIT
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Failure Measurement contFailure Measurement cont’’dd

Reliability R(t):
Probability of a system to perform as desired until time t
Example: R(tx) = 0.8 80 % chance that system is still running 
at time tx

Failure rate λ: 
Probability that system fails in given time interval
Example: if 10 out of 100 systems fail in given year individual 
system will fail with a probability of 10 % in that same year

0

( )

1( )

tR t e

MTTF R t dt

λ

λ

−

∞
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= =∫
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BathtubeBathtube Failure ModelFailure Model

Time

Fa
ilu

re
 ra

te

7-15 years1-40 
weeks

Infant mortality
Declining failure rate) 
Based on latent reliability 
defects

Normal  lifetime
Constant failure rate
Based on TDDB, 
EM, hot-electrons…

Wearout period
Increasing failure rate 
Based on TDDB, EM, etc.
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ClassificationClassification

Error

Permanent
Defects, wearout, out of 
range parameters, EM, 
TDDB ...

Temporary

Transient Intermittent
Process variations, infant 
mortality, random dopant
fluctation, ...

Radiation
Soft errors

Non - Radiation
Power supply, coupling, 
operation peaks

Source: Mitra, 2007
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Voter Output

Logic L

Copy of 
Logic L

Copy of 
Logic L

Triple Module Redundancy (TMR)Triple Module Redundancy (TMR)

Input

A

B

C
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Triple Module Redundancy: VoterTriple Module Redundancy: Voter

Hardware realization of 1-bit majority voter

OUT = AB+AC+BCA

B

C

Requires 2 gate delays

1110

0010

0100

1011

OUTCBA

1110

0010

0100

1011

OUTCBA
Out

:
:
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RM(t) = e-λt

RTMR(t) = RM
3 + 3RM

2 (1-RM) = 3RM
2 – 2RM

3 = 3e-2λt – 2e-3λt

MTTFTMR = ∫0
∝
(3e-2λt - 2e-3λt)dt = 5/6λ MTTFTMR < MTTFSimplex

Why: After some time probability that 2 modules are wrong is 
higher that 2 modules are working!

Time

Note: For a constant module failure rate λ

0 

1.0 

0.5 

Simplex  (only 1 module)

R
el

ia
bi

lit
y

TMR 

Triple Module Redundancy contTriple Module Redundancy cont’’dd
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Triple Module Redundancy contTriple Module Redundancy cont’’dd

One possible improvement: TMR/Simplex
The system operates as TMR until first module fails 

Then: one good and the bad modules are switched off
System operates as Simplex

Rsys = R3
M + 3R2

M (1-RM) + (3/2)RM(1-RM)2

= 1.5RM – 0.5 R3
M

> RM

For RM = e-λt MTTF = (4/3λ)
MTTFTMR/Simplex > MTTFSIMPLEX > MTTFTMR

(4/3λ) (1/λ)    (5/6λ) 

Source: Pradhan, 2007
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Static Timing Analysis (STA)Static Timing Analysis (STA)

In design phase: estimation of maximum delay of circuit 
results from adding all gate- and wire delays

0.5 0.1

0.1

wire / interconnect delay (td,wire)

0
0

1

arrival time

2

2

2

1

gate delay (td,gate) Max. delay = 2+0.5+2+0.1+2=6.1
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Design Corners = Processing + 
Environmental Variations
For estimation of worst and best 
case behavior
Box surrounding guaranteed
circuit performance
STA for all cases (usually 5)
Typically 3 varying Parameters 
(Temp., VDD, Process)

nMOS
pM

O
S

fastslow

sl
ow

fa
st

nTpT

nFpF

nSpS
nFpS

nSpF

Too less for current  
technologies

Static Timing Analysis: Design CornersStatic Timing Analysis: Design Corners
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Design Corners contDesign Corners cont’’dd

nTpT

nFpF

nSpS
nFpS

nSpF

nFpF nSpS

nMOS

pM
O

S

fastslow

sl
ow

fa
st

nMOS

pM
O
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fastslow

sl
ow

fa
st

nTpT

delay-Δx1 x -Δx1

nFpF

nSpS
nFpS

nSpF

nFpF nSpS

-Δx2 -Δx2

3 varying parameters
10+x varying parameters
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Design Corners contDesign Corners cont’’dd

Problem: Predicted delay very high   

maximum allowed frequency is very low

1
CLKfrequency

max(Delay)
=

Solution: Probabilistic determination of timing behavior
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Gaussian DistributionGaussian Distribution

Most variations can be described as Gaussian Distribution

µ - mean value, σ – standard deviation

( )2

2
1

22
xy( x) exp μ
σσ π

⎛ ⎞−
= ⋅ −⎜ ⎟

⎝ ⎠

-3σ -2σ -1σ µ,σ=0   1σ 2σ 3σ Copyright by 
wikipedia.com
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Gaussian Distribution contGaussian Distribution cont’’dd

-3σ

Gaussian Distribution

99,8% of all cases

+3σ

Worst Case

Best Case

Wasted by 
conservative 
approach!

#10k Monte-Carlo simulations of NAND2 (Variation of Vth, L, W, Temp)

μ Delay [ns]
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0 2 4 6
time

Deterministic STA:
(Worst Case Analysis)

time0 2 4 6

Statistical STA:

Statistical Static Timing Analysis (SSTA)Statistical Static Timing Analysis (SSTA)
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Statistical Static Timing Analysis contStatistical Static Timing Analysis cont’’dd

Gate delays and arrival times are probabilistic distributions
Probability density functions (PDF) 

Probability that signal arrival time or gate delay has value t

Cumulative probability distribution functions (CDF)
Probability that signal arrival time or gate delay is lower than t

time0 2 4 6

Statistical STA:

21
21( ) e

2

t

PDF t
μ

σ

σ π

−⎛ ⎞− ⎜ ⎟
⎝ ⎠= ⋅

21
2

0

1( ) e
2

xt

CDF t dx
μ

σ

σ π

−⎛ ⎞− ⎜ ⎟
⎝ ⎠= ⋅∫
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Statistical Static Timing Analysis contStatistical Static Timing Analysis cont’’dd

For a chosen reliability R => all critical paths are faster 
than a specific delay

FF FF

critical path
delay

Probability distribution 
of delay of output 
signal

For a reliability R,
delay is lower than x
on every chip

x

Example: 
for R = 100 %   the delay is always lower than 1400 ps (worst case)
for R = 99,8 %  the delay is always lower than 1200 ps
for R = 95 %     the delay is always lower than 1000 ps
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SSTA: Delay ReductionSSTA: Delay Reduction
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Self Adaptive DesignSelf Adaptive Design

Module
Test

Module

VDD

VBB

Test inputs
and 

responses
fclk

Extend idea of clock domains to Adaptive Power Domains 

Tackle static process and slowly varying timing variations 

Control VDD, Vth (indirectly by body bias), fclk by calibration at  
Power On
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Self Adaptive Design: ExampleSelf Adaptive Design: Example
21 submodules per die
Applying 0.5V Forward/Reverse Body Biasing (FBB/RBB) in steps 
of 32 mV, respectively

0%

20%

60%

100%

A
cc

ep
te

d 
di

e

noBB

100% yield

ABB

Higher Frequency 

within die ABB

97% highest bin

For given Freq and Power density
100% yield with ABB 
97% highest freq bin with ABB for within die variability

Source: Borkar, Intel
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Redundant Transistor InsertionRedundant Transistor Insertion

Random insertion of redundant transistors
Trade-off between Yield and Power Dissipation, Area, 
and Delay
For constant delay: redundant transistors only in non-
critical paths
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Razor FlipRazor Flip--FlopFlop

For uncertainty- and variation-tolerant design
Razor methodology

Voltage-scaling methodology based on real-time 
detection and correction of circuit timing errors
Use the actual hardware to check for errors
Latch the input data twice:

Once on the clock edge, and then a little later
If the data is not the same, you are going too fast

Source: Austin, Computer Magazine, 2004
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Razor FlipRazor Flip--Flop contFlop cont’’dd

Logic    
stage n+1Main  

flip-flop

M
U
X

Logic 
Stage n

Error

Shadow
latch Comperator

Error_Sl

CLK

CLK_delayed

D
Q

Shadow FF

Source: Austin, 2004


