Exploration of Noise Robustness and Sensitivity of
Bulk Current Sensors for Soft Error Detection
João Guilherme Mourão Melo

Frank Sill Torres

Rodrigo Possamai Bastos

Dept. of Electronic Engineering
Federal University of Minas Gerais
Belo Horizonte, MG, Brazil
jgmelo@gmail.com

Dept. of Electronic Engineering
Federal University of Minas Gerais
Belo Horizonte, Brazil
franksill@ufmg.br

TIMA Laboratory
Université de Grenoble
Grenoble, France
Rodrigo.Bastos@imag.fr

Abstract—Radiation induced soft errors are a serious concern
not only for memories but also logic circuits. Amongst the several
proposed countermeasures, Bulk Built-in Current Sensors
represent a promising approach with fast response times and
reasonable costs in terms of area and power. However, these
circuits, as well as similar sensors that measure substrate effects,
are strongly susceptible to substrate noise. The intention of this
work is a thorough analysis of activation mechanism and noise
behavior of these sensors as well the exploration of strategies to
increase noise robustness.
Keywords—reliability; noise; CMOS; VLSI; nanotechnology;
substrate model

I. INTRODUCTION
The continuously downscale of CMOS technologies leads
to improvements in nearly all fields of contemporary life.
However, the advancements in integration density and
performance come with the price of several new challenges.
This includes, amongst others, leakage currents due to short
channel effects and tunneling. Another serious trend is the
increase of reliability related problems, mainly due to aging
effects and radiation-induced failures. Sources for the former
are, for example, the breakdown of the gate oxide,
electromigration, or negative-bias temperature instability [1].
Faults due to radiation-induced particle strikes are
historically a problem for aerospace application. However, as
integrated circuit technologies enters the nanoscale age,
radiation is turning to a rising concern for ground level
applications, too [2]. Possible consequences of such faults can
be soft errors or even system crashes. Amongst the several
strategies to detect radiation-induced faults, Bulk Built-In
Current Sensors (BBICS) represent a very promising
approach [3]. Its advantages are high detection sensitivity, fast
response times, and considerable decrease in area and power
consumption [4].
Noise is an important challenge in integrated circuits, in
particular for mixed-signal designs [5]. This problem is even
more amplified due to the trends of increasing complexity,

diminishing voltage levels, and steeper signals [6]. As the
substrate is a very good conductor, sensors that measure
substrate effects, like the mentioned BBICS, but also DEPFET
sensors [7], or bulk pixel sensor [8], are especially affected by
noise. To our best knowledge, though, there is no published
research done on noise analysis of integrated substrate sensors.
Consequently, the intention of this work is the exploration
of circuit characteristics of bulk sensors in order to enhance the
noise robustness, while preserving its level of detection
sensitivity.
The rest of the work is structured as follows. Section II
gives preliminary information, while section III explores the
figures of interest. The following section IV describes de
simulation environment. Section V presents and discusses the
results obtained by the simulations concerning the fault signal
detection, pointing out an important characteristic of the
mBBICS. Section VI presents simulation results regarding
noise and introduces a design strategy for enhancing noise
robustness at constant sensitivity, and section VII concludes
this paper.
II. PRELIMINARIES
This section presents basic information about effects that
lead to soft errors and its modeling, noise, and sensors for
detection of radiation induced faults.
A. Soft Errors
As previously stated, soft errors can cause system failure or
information falsification. Those errors are called Single Event
Upsets (SEUs) or Single Event Transients (SETs), depending
on its nature. Both are caused by energetic particles that strike
reversed-biased p-n junctions of integrated circuits, e.g. the
drain-substrate region of an NMOS in off-state, and form high
levels of charge carrier generation (see Fig. 1). The following
charge collection phase, accelerated by funneling and diffusion
effects, can lead to voltage peaks at the affected transistor
terminal and, consequently, to an error within the circuit [2].

power density for all frequency bands, it is so-called white
noise. Hence, thermal noise should be modeled as White
Gaussian Noise (WGN) [13].

Fig. 1. a) Radiation-induced particle strike in a reversed-biased p-n junction,
e.g. drain and substrate of a NMOS in off-state, and electron-hole pair
generation, b) initial charge collection phase (drift/funneling), c) final charge
collection phase (diffusion) [10].

SEUs are digital signal falsifications that change the signal
state in memory elements such as flip-flops or latches, and
consequently, affecting sequential logic. In contrast, SETs are
perturbations that change a signal for a short time before it
returns to its original state. If the effect of such perturbation
reaches an enabled memory element it will cause incorrect
behavior, too [9].
B. Fault signal modeling
The incidence of a radiation-induced particle in a reversedbiased p-n junction generates electron-hole pairs throughout the
particle path, as can be seen in Fig. 1 [10]. Once the electronhole pairs are generated, carrier collection takes place, which
can be observed as a current on the affected node. The carrier
collection process can be divided into two phases: a rapid
collection phase due to the electrical field, accelerated by a
creation of a funnel (see Fig. 1b), and a slower collection due
to diffusion (see Fig. 1c) [11].
The resulting current pulse Istrike at the affected node can be
approximated by a double exponential function as follows [12]:
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with Qcoll is the total charge collected, tr labels the time
constant for the initially collection phase, and tf means the
decay time of the current pulse.
C. Noise modeling
An in-depth noise analysis requires the modeling of
different kinds of noise. In VLSI circuits, one can find
essentially three kinds of noise: Thermal Noise, Shot Noise and
Flicker Noise [6].
Thermal noise, as the name states, occurs due to inherent
crystalline structure agitation of the material, which causes
charge carriers in the conduction band to move randomly. Its
realization in time is modeled by the Normal Distribution, and
since its Power Spectral Density (PSD) shows ideally the same

Shot noise is caused by temperature, too. However, its
physical mechanism is different from thermal noise. A holeelectron pair is generated by temperature excitation, i.e. the
electron at the valence band acquires energy and is then moved
to the conduction band. This kind of noise is also white noise,
although not necessarily Gaussian. Nevertheless, it can be
modeled as such, and thus, shot noise is modeled in this work
as WGN, too.
Since both Thermal and Shot Noise are WGN, they can be
represented by just one Normal Distribution with variance
vWGN , which follows from equation (2):
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With vthermal meaning the variance of the Thermal Noise,
while vshot represents the variance of the Shot Noise. The mean
of the applied noise, and thus of its components, is zero [5].
Flicker Noise (also known as 1/f noise or pink noise) is a
yet not fully understood phenomenon [13]. However, it is
known to be present in VLSI circuits and to have a PSD that
decreases with increasing frequency. Given that Flicker Noise
actuates in stronger manner at low frequencies, one can
conclude that its power spectrum constitutes the WGN power
spectrum, i.e. WGN is a more general type of noise. Hence, a
signal that behaves like flicker noise can be filtered from
WGN, which is the approach applied in this work.
D. Modular Bulk Built-In Current Sensors
Built-In Current Sensors (BICS) are an efficient
mechanism to detect permanent faults and SEU in CMOS
circuits during its quiescent state, i.e. when the circuit is not
switching [14]. However, this method is not applicable for
detection of SET, as the amplitude of transient currents induced
by radiation can have the same order of currents normally
generated by switching activities in combinational logic
circuits [9]. As an alternative have been proposed Bulk Built-In
Current Sensors (BBICS) that measure the anomalous current
that flows from the bulk of the disturbed transistor to the
supply [3][15]. This current is created by the charge carriers
that are opposite to the ones collected by drain. The BBICS for
Silicon-on-Chip (SOI) technologies was explored in [16].
Amongst the several implementations, the modular Bulk
BICS (mBBICS) represents a promising trade-off between
sensitivity, response time, robustness, and area overhead [17].
Further, its basic concept is similar to other BBICS. Hence, it
was chosen as representative circuit.
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Fig. 2. The modular Bulk Built-In Current Sensor.

The mBBICS is composed by two functional blocks: the
head and the tail (see Fig. 2). The head circuits are connected to
the bulk of the monitored transistors, while the tail circuit
latches the output signal of several head circuits. In detail, the
drain of transistor Nh1 is connected to the bulk of the monitored
transistors, its source is at GND, and its gate connected to
VDD. In normal operation, the drain of Nh1 acts as a virtual
GND while the drain of Nh2 is at VDD level. In the event of a
strike, the fault current is conducted through Nh1. The
consequent voltage drop increases the gate voltage of Nh2,
which is switched on and pulls down the signal headNMOS that
is connected to the drain of Nh2 and the input of the tail circuit.
The latter latches the input and actives the error flag. The
circuit remains in that state, until the reset transistor is
activated, causing the circuit to return to initial state and be
ready for another detection. For the sake of simplicity, we
concentrate solely on the NMOS version and omit the
complementary mBBICS for monitoring PMOS bulks.
E. Noise impact on Bulk sensors
We could show in previous work that noise transported via
the substrate is an important concern for bulk sensors, as it can
lead to false detections [18]. In case of the mBBICS, the most
susceptible element to noise is the transistor Nh1, located in the
head structures, as it is directly connected to the substrate.
Identified critical noise Root Mean Square (RMS) levels are
5 % of VDD in case of White Gaussian Noise and 10 % of VDD
in case of Flicker Noise [18].
III. FIGURES OF INTEREST
This section introduces the principal focus of this work.
A. Load capacitance variation and false activation
As presented in section II, the bulk terminal of a device to
be monitored by the BBICS must be connected to the drain
terminal of transistor Nh1. It can be noticed that such a
connection will introduce to the BBICS input an additional
capacitance due the bulk capacitance of the monitored device.
Moreover, the capacitances of further monitored devices will

sum, since they are in parallel. Hence, it is expected that these
capacitances will diminish the sensor’s sensitivity, i.e. the
minimum radiation-induced bulk current it can measure. This
reduction is based on the decrease of the voltage peak on the
gate of Nh2 due to higher load (capacitance) on this node.
However, considering noise that enters the sensor via Nh1, it
comes to sight that this capacitance will act as a low-pass filter,
potentially eliminating part of the noise at the drain. Therefore,
an objective of this work is the analysis of the relation between
noise susceptibility, sensitivity and the capacitive load
introduced by the monitored devices.
B. Design Exploration
The design of Bulk-BICS is driven by achieving the highest
sensitivity possible, i.e. it must be capable to detect every
particle strike that can cause a SET. Furthermore, even higher
sensitivity than necessary should be pursued in order to
compensate variations of process and environmental
parameters [17]. Nevertheless, sensitivity to SETs comes along
with sensitivity to noise as weaker signals can activate the
sensor. Hence, one should guarantee that the sensor is able to
detect SETs reliably, but must as well keep sensitivity low
enough to prevent false detections due to noise.
Hence, an objective of this work is the analysis of design
decisions that optimize sensitivity as well as noise robustness
of the bulk sensors.
IV. SIMULATION ENVIRONMENT
All tests have been executed using the NMOS version of
modular Bulk-BICS (mBBICS) monitoring the number of Ntrans
devices [17]. The bulks of these devices were connected to the
drain of transistor Nh1, while its gate and source were
connected to GND, and the drain to VDD. The dimensions of
the monitored transistors were set to minimum length and
width.
The transistor level representation of the mBBICS circuit
was realized, including appropriate transistor sizing and
verification. Therefore, a predictive 90 nm process with a VDD
of 1.2 V has been used [19].
Noise analysis was realized by two current noise
waveforms, which are applied to stimulate the input of the
sensor that is connected to the bulk of the monitored devices.
The first noise is WGN, generated from the realization of a
Normal distributed random variable with zero mean and
variance equal to 1, corresponding to Thermal and Shot Noise.
The second noise is the result of the WGN subjected to a lowpass filter, yielding the Flicker Noise. Both waveforms were
multiplied by an iteratively adjusted factor for each load
transistor area, in order to adapt the RMS value. Each noise
simulation lasted 3ns, being each noise waveform composed by
1 x 103 samples, in order to comply with the random nature of
noise.

That is, both increase approximately by factor 1.4 x 10-3 with
the amount of monitored transistors. Hence, it can be
concluded that with increasing amount of monitored transistors
the sensor’s sensitivity decreases. At the same time, the
robustness against WGN increases in the same measure.
Hence, it can be concluded that the filtering effect has no
considerable impact on WGN. This conclusion is reinforced by
Fig. 4 which shows that minimum WGN actually tends to rise
more than the strike generated current. More important, all of
the absolute RMS values of minimum WGN are higher than
the peak fault current.

Fig. 3. Relative increase of minimum IRMS,min,WGN and IRMS,min,Flicker of WGN
and Flicker noise, and minimum collected charge Qcoll,min that activates the
sensor as function of number of monitored transistors Ntrans. The number of
transistors represent the load capacitance.

V.

LOAD CAPACITANCE ANALYSIS

This analysis focuses on the relation between the load
capacitance, the sensors capability to detect radiation induced
faults, and the noise susceptibility of the sensor. As stated
before, the signal that enters the mBBICS at the input that is
connected to the bulk, i.e. at the drain of transistor Nh1 (see Fig.
2), is facing a low-pass filter structure. This structure consists
of the channel resistance of Nh1 and the load capacitance
induced by gate capacitance of Nh2 and bulk capacitance of the
monitored devices. Consequently, it is expected that noise
might be filtered which should reduce the noise susceptibility
of the sensor.

In contrast, the noise IRMS,min,Flicker required to activate the
sensor increases considerably lower, by a factor of 0.2 x 10-3.
That is, for larger numbers of monitored transistors, the circuit
is more prone to be affected by flicker noise in detriment of
real fault causes, leading to false detections.
This fact can be explained by the presence of a low-pass
structure in the sensor’s input. The fault current profile is
composed by high frequencies, since it presents short slopes
(from zero to 50 µA in 10 ps). In contrast, flicker noise is
dominated by low frequencies. Therefore, only a small fraction
of its spectral power is attenuated even with increasing load.
In order to verify how the fault signal slope is affected, it is
proposed to subject fault currents with different rising slopes to
the mBBICS input, with a load of one unit transistor, which in
the technology in use, consists of a transistor with W = 120 nm
and L = 100 nm. Such fault currents should have different rise
times (i.e. different slopes), and the consequent voltage across
Nh1 should suffer different attenuations, depending on its
frequency composition.

The analysis was executed for different amounts of
monitored transistor Ntrans and was separated in two phases.
The first phase was related to the reduction of the mBBICS’s
sensitivity due to increasing load. Therefore, for each value of
Ntrans the minimum collected charge Qcoll,min that the sensor
could measure was determined. The slope parameters tr and tf
were set to 10 ps and 100 ps, respectively. It should be noted
that the minimum charge that leads to a Soft-Error is
independent of the amount of monitored transistors.
The second phase focused on the analysis of the noise
robustness for varying Ntrans. Therefore, WGN and Flicker
current noise were applied to the input of the mBBICS that is
connected to the bulk, i.e. the drain of Nh1. Next, the minimum
RMS values IRMS,min,WGN and IRMS,min,Flicker of the WGN and
Flicker noise that lead to an activation of the sensor were
determined.
In order to compare the results, the relative increase of
IRMS,min,WGN, IRMS,min,Flicker, and Qcoll,min were estimated (see Fig.
3). The results indicate comparable tendencies for WGN and
minimum collected charge required to activate the mBBICS.

Fig. 4. Absolute values for IRMS,min,WGN and IRMS,min,Flicker, as well as the
current due to the minimum charge Qcoll,min that activates the sensor, as a
function of number of monitored transistors Ntrans.

Fig. 5. Left plot: current peaks (Istrike) injected into the mBBICS’s input: with
increasing tr (from 1.2 ps to 11.5 ps), tf=10 x tr, Ipeak = 108 uA. Note: In order to
maintain the peak current, Qcoll varies accordingly. Drain-Source voltages
(Vds,nh1) in transistor Nh1 after injection of currents Istrike are shown in the plot at
the right. Fault signals with shorter rise times (steeper increase) show more
attenuation then those witth longer rise times.

Fig. 5 depicts the results of such simulation. The left plot
shows four fault currents with different rise times between 1 ps
and 100 ps, but same peak current. The resulting voltages
across drain and source of transistor Nh1 are depicted in the
right plot. It can be noticed that the voltages that are generated
by higher rise times reach smaller peak voltages. Such a
behavior can be justified by the attenuation provided by the
low-pass effect introduced by the load transistors and Nh1
resistance.
VI. DESIGN EXPLORATION
The results of the previous section indicate that the
capacitance of the monitored devices not only affects the
sensitivity of the sensor, but also its noise susceptibility.
Thereby, the designer faces the decision of choosing a

Fig. 7. Minimum white noise Irms,min,WGN for sensor activation. For larger loads,
the sensor tends to be more robust (areas in red), since they introduce a lowpass effect and attenuate the white noise’s high frequency components. The
same considerations for the markers and color map of Fig. 7 apply.

maximum number of transistors for monitoring, while dealing
with the reliability issues that come along with it. Hereby, it is
valuable to explore those variables relations in order to
obtain guidance about correct choosing, i.e. using the greater
number of monitored devices per sensor while keeping
robustness to noise.
In order to explore this effect, the sensitivity of the sensor
was modified by changing the length of transistor Nh1, which is
acting as shunt resistor (see Fig. 2). This modification affects
the channel resistance of Nh1, and consequently, the input
signal of transistor Nh2 in case of a current pulse that passes
through Nh1. A longer channel, i.e. a greater channel resistance,
results in higher voltage drop over Nh1, and thus, in higher
input voltages to Nh2.
The analysis was executed in two phases: Firstly, for five
values of Wload, a range of five lengths LNh1 was determined,
which enabled the activation of the sensor for a collected
charge of Qcoll = 11.28 fC, and rise and fall times of tr = 10 ps
and tf = 100 ps. Next, the minimum current noise level Irms,min
that leads to an activation of the sensor, was determined in the
estimated design space for LNh1 and Wload.

Fig. 6. Minimum flicker noise IRMS,min,Flicker for sensor activation. Smaller LNh1
and load are least susceptible to flicker noise (area in red), while larger LNh1
and smaller load are most susceptible (deep blue). The simulated values are
represented by the black markers, while the remaining colored areas are a
linear interpolation of those.

Fig. 6 and fig. 7 illustrate the results of this analysis for
Flicker noise and WGN, respectively. Here, all LNh1 and Wload
combinations with an Irms,min value greater than 0 (deep blue)
lead to an activation of the sensor for the selected current
profile. It can be noted that for each load there are values of
LNh1, which still allows a SET detection but leads to minimum
susceptibility to noise.
By analyzing Fig. 6, it is possible to see how the increase in
the shunt transistor’s length penalties the sensor functionality.

From the origin, the sensor becomes rapidly more prone to
flicker noise as the length increases. The explanation for such a
characteristic is that a greater channel resistance causes higher
voltage and an increase in the load (and, consequently, in the
parasitic capacitance) hardly opposes to that effect, since
Flicker noise is composed mainly by lower frequencies and are
not attenuated by the introduced filtering effect, which is a lowpass.
In a different manner, one can notice by analyzing Fig. 7
that the opposite behavior occurs. Given a number of
monitored devices, an increase in Nh1’s length practically does
not change the noise sensitivity. This is because the low-pass
characteristic introduced by the load dominates the effect of
increase in length, attenuating a considerable portion of the
WGN’s spectral power. It can be seen that, in general, higher
loads cause a better performance from the white noise’s point
of view.
Thus, during design phase, noise robustness can be
achieved by adequate selection of the length of the shunt
resistor length, given the required number of devices to be
monitored. Similarly, one can establish a noise robustness level
(i.e., depending on the application) and then determine the
number of loads and the LNh1 that performs better, with a
certain margin for choice.
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VII. CONCLUSION
Radiation-induced soft errors are a rising challenge in
today’s integrated circuits and require appropriate
countermeasures. A possible solution is the Bulk Built-In
Current Sensors (BBICS) approach that is characterized by fast
response times, high sensitivity, and reasonable costs in terms
of area and power. However, as all bulk sensors the BBICS is
highly susceptible to noise.
The contribution of this work is the exploration of the
relation between the circuit characteristics of the bulk sensor
and its noise susceptibility and how this knowledge can be
applied to improve its noise robustness. A further outcome of
this analysis is the determination of the importance of the
consideration of the current profile for modeling of the
radiation-induced current.
It should be noted that these results do not apply
exclusively for Bulk Built-In Current Sensors, but also for
similar sensors that are based on shunt structures in order to
measure current or voltage signals.
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